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Public-Private Partnerships for Statistics:
Lessons Learned, Future Steps

A focus on the use of non-official data sources for national statistics and
public policy

Nicholas Robin, Thilo Klein and Johannes Jiitting*

ABSTRACT

Non-official sources of data, big data in particular, are currently attracting enormous interest in the
world of official statistics. An impressive body of work focuses on how different types of big data
(telecom data, social media, sensors and geospatial data, etc.) can be used to fill specific data gaps,
especially with regard to the post-2015 agenda and the associated technology challenges. This paper
focuses on different aspects of big data, but ones that are of crucial importance: what are the
perspectives of the commercial operations and national statistical offices that respectively produce
and might use this data; and which incentives, business models and protocols are needed to leverage
non-official data sources within the official statistics community?
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EXECUTIVE SUMMARY: KEY MESSAGES

Public-private partnerships (PPPs) offer significant opportunities such as cost effectiveness,
timeliness, granularity and scope for new indicators. There remain, however, a number of challenges,
which need to be surmounted, such as technical difficulties, risks related to data confidentiality and a
lack of incentives. A number of collaborative projects have already emerged and can be classified into
four ideal types: namely the in-house production of statistics by the data provider, the transfer of
private data sets to the end user, the transfer of private data sets to a trusted third party for processing
and/or analysis, and the outsourcing of national statistical office functions.

Developing countries have a severe lack of resources and particular statistical needs. In this context it
becomes important to harness the private sector’s resources and use the most holistic models (in-
house and third party) in which the private sector contributes to processing and analysing data.

We draw key lessons from four case studies: a) the in-house analysis of call detail records (CDRS) by
mobile network operator (MNO) Telefdnica; b) the production of travel statistics by trusted third
party Positium; ¢) the Data for Development (D4D) challenge organized by MNO Orange; and d) the
use of social media to predict consumer confidence by Statistics Netherlands. We derive the following
key lessons from the case studies:

1. Private companies can derive non-financial benefits from sharing their data to obtain new
analytical insights as well as more representative information about their populations of
interest.

2. There is a need for a structured approach to PPPs that engages all stakeholders and in which
rights and responsibilities are clearly outlined in enforceable contracts.

3. There is a trade-off between the granularity of data required and getting access to the data.
This imposes a number of decisions on NSOs, depending on their priorities.

4. NSOs should follow a blended approach, combining unofficial data with traditional sources
to reduce dependencies on the private sector and to “ground-truth” their results.

5. The pricing of data and analytics services should consider the financial means available to
national statistical offices. Making use of intermediaries can cut costs through economies of
scale in data processing.



1. INTRODUCTION

Progress in data collection and innovative applications of new databases have stimulated a growing
demand for evidence-based decision-making. Most prominently, the need to monitor progress towards
the post-2015 Sustainable Development Goals (SDGS) requires national statistical systems to provide
more and better statistics. New data sources also have more targeted applications in areas such as
urban planning (e.g. reducing traffic congestion), disaster relief and the management of pandemics.
However, what has become a reality in many developed countries remains a challenge in most low-
and middle-income states whose national statistical offices (NSOs) often lack the resources to
generate the statistics necessary to guide national development plans.

Private actors have access to data, software and skillsets of which many NSOs could take advantage
(IEAG, 2015, p. 3; World Economic Forum, 2015, p. 9). Public-private partnerships (PPPs) in
statistics can help NSOs produce new indicators and improve current processes (e.g. increase the
timeliness, cost effectiveness or granularity of official statistics) without being liable to important
upfront costs. PPPs may involve outsourcing the collection or processing of traditional census or
survey data but also leveraging new, unofficial sources of data. While surveys and censuses are
frequently outsourced to private contractors, the recent proliferation of private sector data, big data in
particular, has renewed the scope for PPPs in statistics and prompted calls for data-sharing, most
prominently in the A World That Counts Report (IEAG, 2015)%°. Unlike existing private-to-public
administrative data streams, which governments require for regulatory or programmatic ends, PPPs
for data-sharing involve the exchange of data for statistical purposes (see US OMB, 2014 for a
discussion on administrative data). This paper takes PPPs in statistics as collaborative arrangements
between the public and private sectors, which are aimed at increasing a national statistical system’s
(NSS) capacity to provide new or better statistics.

Recent years have seen a growing literature about the potential applications of unofficial data sources
— especially big data — in official statistics and policy®. The United Nations’ Global Sustainable
Development Report (UNDESA, 2015, p. 144) has established an inventory of big data applications
that could help monitor the SDGs. While there have been debates about the methodological viability
of using such sources for statistics, there also remain substantial challenges related to incentives,
ethics and regulation, which impede sustainable collaboration (see Lazer et al., 2014, on the

% In this paper, the terms: private sector data or private data refer to “non-official/unofficial” data (see footnote 3, for a
definition of non-official data). This is not to say, however, that all data held by the private sector is unofficial data. For
instance, a range of administrative data, which is used in official statistics, originates from the private sector.

% This paper defines big data as the “traces of human actions picked up by digital devices” (Letouzé et al., 2013). Human
activity encompasses both actual behaviour (e.g. movements), and discourse (e.g. messages posted on social media). This
definition encompasses certain business data sets (e.g. transaction records), but excludes a number of sources, such as online
retailer prices, (which other definitions, such as those based on volume or variety, would qualify as big data), because they
are not direct traces of human activity.

* In this paper, non-official data includes: a) private big data sources which are currently not used in official statistics (see
PARIS21, 2012 and OECD), but also b) other non-statistical, unstructured or dispersed private sector data which are
digitally collected (e.g. online retailer prices) but which are not direct traces of human activity and are not used in official
statistics. On the other hand, official data sources are currently used in the production of official statistics. There is, of
course, no clear distinction between both. For instance, CDRs are used in Estonia for official statistics, but in most countries,
phone logs are considered non-official data sources.
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limitations of Google Flu Trends). Recent events demonstrate that ad hoc co-operation is insufficient
to reliably solve these issues. In 2014, for instance, negotiations for access to mobile phone data,
which could have helped inform health authorities about the spread of Ebola, were severely hindered
by their lack of structure and clearly defined roles (The Economist, 2014; World Economic Forum,
2015). PPPs, on the other hand, are characterised by agreements that clearly distribute roles and
responsibilities, and address the aforementioned challenges in a systematic manner.

The present paper contributes to a body of literature that addresses the risks of and obstacles to co-
operation between the private and public sectors in the field of data sharing and statistics. Existing
studies include Ballivian and Hoffman’s (2015) Public-Private Partnerships for Data, which draws
lessons from past and existing multi-stakeholder agreements and offers a taxonomy of risks and
benefits of data sharing.

The World Economic Forum’s Data-Driven Development: Pathways for Progress report (2015)
offers a comprehensive account of the challenges faced in harnessing privately held data for
development as well as a number of solutions. In particular, the report stresses the reluctance of many
private actors to share their data sets and proposes a set of actions to tackle different types of
“perceived risks of sharing data” such as regulatory hurdles, the loss of proprietary information and
threats to privacy (World Economic Forum, 2015, p. 10). The present study will draw on these issues,
albeit through a case-study approach and with a focus on PPPs as a channel of co-operation.

Eurostat’s Feasibility Study on the Use of Mobile Positioning Data for Tourism Statistics (2013;
2014a; 2014b; 2014c; 2014d; 2014e) also draws on case studies and offers an in-depth account of
existing initiatives where call detail records (CDRs) were used for tourism and mobility statistics, as
well as recommendations for setting up the technical and institutional infrastructure capable of
producing official statistics from CDRs>. It is the most comprehensive study of CDRs as a source for
official statistics: backed up by a large pool of case studies, it analyses the main obstacles to co-
operation, namely strict or unclear regulations, privacy concerns, cost, corporate image and fear of
proprietary information leakages. The present paper draws extensively upon the feasibility study but
differs in its scope and approach. It concentrates on a broader range of data, which leads to several
additional conclusions about how the properties of certain types of data can influence the structure of
co-operation. Moreover, this paper is mainly aimed at developing countries.

Steve Landfeld’s discussion paper on the Uses of Big Data for Official Statistics (2014) offers a
focused discussion on the uses of big data in official statistics, with important sections on
methodological issues and the protection of confidentiality. The study gives concrete and precise
recommendations on data-exchange protocols. While Landfeld concentrates on data-sharing in the
field of big data, this paper covers additional dimensions of PPPs such as outsourcing data processing.

This study will build on relevant examples to provide practical guidance for successful PPPs in
developing countries. The case studies are made up of three examples in the field of mobile phone
records and one in the field of social media. The important focus on CDRs was motivated by two
factors. First, CDRs are the subset of unofficial data that has arguably generated the most interest by

> An MNO’s call detail records are made up of metadata about its subscribers’ calling and messaging activities (events).
This typically includes but is not limited to the time of the event, the geographical coordinates of the closest antenna and an
identifier of the person that the subscriber is communicating with.



public bodies®. Second, CDRs perfectly embody the conflicts of interests between individuals,
corporations and NSOs that stand in the way of successful co-operation. The final case study
highlights the existence of co-operation structures that can be built upon in the short and long term.
Furthermore, while not all of the cases are PPPs, each has been chosen because it possesses
characteristics that are conducive to co-operation between the public and private sectors.

This paper is structured as follows. Section 2 conceptualises PPPs for statistics, outlines the
opportunities and challenges presented by PPPs, and presents existing and likely PPP models before
discussing PPPs in developing countries. Section 3 examines the relevant case studies. This
constitutes an important part of this report: precedents are crucial to build confidence among
stakeholders and generate constructive collaboration, as suggested by the World Economic Forum
(2015). Section 4 draws important lessons from the case studies. Finally, section 5 concludes with
recommendations to generate public-private partnerships in both the medium and long term.

® Mobile network operators have been summoned during following several natural disasters and epidemic outbreaks. See
ACAPS (2013), Call Detail Records: the Use of Mobile Phone Data to Track and Predict Population Displacement in
Disasters, ACAPS Reviews, 12 June 2013. Orange’s Data for Development challenge in Senegal was specifically aimed at
development. Some countries already use call detail records for official tourism statistics. See Eurostat (2013, pp. 119-121).
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2. CONCEPTUALISING PUBLIC-PRIVATE PARTNERSHIPS FOR STATISTICS

This section sets up an analytical framework for the case studies. It begins with a definition of PPPs,
followed by an account of the opportunities and challenges associated with PPPs and an outline of the
four main existing PPP models. Finally, the last paragraphs address a number of issues specific to
developing countries.

2.1. What Constitutes a Public-Private Partnership for Statistics?

In this paper a PPP for statistics is defined as a voluntary collaborative agreement between the public
and private sectors, which is aimed at increasing an NSS’s capacity to provide new or better statistics.
What distinguishes PPPs for statistics from other forms of public-private co-operation is the existence
of an agreement which structures collaboration and defines roles, responsibilities and rights. PPPs are
typically characterised as long-term agreements (see PPPIRC, 2015). This is an important
requirement, especially for PPPs in data-sharing, where there is often a need for longitudinal data and
where there are few alternative suppliers; for instance, in each country, phone logs are only held by a
limited number of MNOs. However, outsourcing of a household survey can take the form of a one-off
contract, as alternative suppliers are relatively common.

The public agencies of interest are mostly those that make up a country’s NSS. These include the
NSO, as well as other bodies in charge of producing official statistics, such as the central bank and
various ministries. In the context of data, this paper will define the ‘private’ sector as the set of non-
state bodies (corporations, non-governmental organisations, academia) that collect, transform and/or
add value to data as part of their activities’. The private sector can conduct one or several of the
following activities:

e Data collection, whether active (e.g. surveys) or passive (e.g. web scraping). For example, private firms
sometimes conduct surveys or censuses on behalf of NSOs.

e Passive collection of data for the purpose of billing customers, targeting services and marketing
(advertising, product suggestions, etc.). So-called ‘data exhaust producers’ profit from their own uses of
the data and could possibly incur losses by sharing it, as emphasised below?®.

e Generate revenue from transforming or analysing raw data and reselling it.

The recent emergence of big data has resulted in the accumulation of valuable non-official data sets
by the private sector, which has prompted calls for PPPs in data-sharing (see IEAG, 2015). However,
the scope of PPPs is not limited to the exchange of data and can cover any stage of the data value
chain, from collection to dissemination. Processing and analysis dimensions are particularly relevant
to developing countries which often lack the resources to analyse large private data sets.

An important difference between traditional PPPs and PPPs in statistics is that the latter often involve
handling sensitive information, which entails proprietary and privacy risks that are not as central in
different sectors such as infrastructure, in which risks are mainly linked to value for money and return
on investment.

7 The private sector can also be divided into non-governmental organisations, academia and the for-profit companies, each of
which can be viewed as a distinct subset of the private sector given that their fundamental purposes — and the incentives to
which they respond — differ in many respects. This report, however, will not extensively focus on this distinction.

& This report has a broad understanding of “data-sharing” which encompasses the transfer of datasets, the granting of on-site
access to databases, but also the exchange of statistics (as opposed to raw data).



The concept of public-private partnerships sometimes also refers to initiatives by public bodies to
foster a data-driven economy by promoting greater use and exchange of data within the private sector
or by disseminating its own data (Open Government Data)®. While this might lead to greater data
generation and sharing in the very long-run, this type of co-operation is less relevant to developing
countries and does not directly address the central issue at hand: enabling NSSs to quickly bridge the
gap between the supply and demand of statistics. Finally, the statistical (re-)uses of administrative
data initially transferred to the government for non-statistical purposes (e.g. regulation) does not
qualify as a PPP, given that the data holders were under a legal obligation to share their data sets.

2.2.Public-Private Partnerships for Statistics — Opportunities and Challenges

PPPs have traditionally been praised for allowing a capital-constrained state to finance and deliver
projects in a cost-effective way while distributing risk (Sabol and Puentes, 2014). In addition to these
benefits, a relatively new data-sharing dimension of PPPs in statistics brings a new set of
opportunities which are specific to data. This new dimension has also imposed a set of new challenges
to PPPs.

2.2.1. Opportunities

Mobilising the data revolution for sustainable development requires NSOs to harness the
exponentially increasing amounts of valuable and frequent data, much of which is held by the private
sector. PPPs can contribute to this by helping NSOs to save costs, and provide more detailed and
insightful data in a timelier manner.

e Cost effectiveness. Public-private partnerships can help NSOs save resources through both their data-
sharing and value-adding dimensions. First, data is non rivalrous. Hence, the marginal costs of transferring
data already collected by the private sector to an NSO are, in theory, extremely low (see Ballivian and
Hoffman, 2015). For instance, according to Landfeld (2014) while a survey in the United States could cost
over $20 million, matching private micro-data with existing aggregated data (e.g. linking plant level data to
firm level data) could cost less than one-fifth of this amount. Moreover, the cost of implementing a CDR
processing infrastructure covering 10 million subscribers and with a 15 day latency period could cost little
over 550 000 euros (Eurostat, 2014a, pp. 95-96)™°. Second, by outsourcing the processing of the data, a
capital constrained NSO can make use of the private sector’s software and expertise rather than invest in a
costly processing infrastructure.

e Timeliness. In theory, since unprocessed mobile metadata is available quasi-instantaneously, CDRs can
yield near real-time statistics. In practice the degree of latency depends on the infrastructure and manpower
available to process the data. Greater timeliness demands greater automation of the processing, which in
turn has to be increasingly monitored. Nevertheless, a reasonable 15 day latency period can be achieved at
a fraction of the cost of near real-time information (Eurostat 2014d, p. 20; Eurostat 2014e, p. 14)".
Monthly or bimonthly data remains attractive, given that the time lag between surveys and censuses often
exceeds a year™.

e Granularity. Private sector data — big data in particular — can display great temporal, spatial, thematic and
unit granularity. First, even if it is difficult to provide the CDR based statistics in near real-time, they are
based on near real-time measurements. Therefore, they can gauge the immediate effect of short-term
policies ex-post. Second, mobile phone antennae are usually spaced several kilometres away from each
other, but cell radii can fall below a thousand metres in densely populated areas. Therefore, mobile data
offers high spatial resolution. In the case of tourism statistics, demand-survey data does not provide large

® For instance, the public-private partnership between Big Data Value Association and the European Commission aims at
fuelling a data and innovation-driven economy in Europe. See European Commission (2014)

19 T0 this should be added an estimated annual maintenance cost of 158 000 euros (Eurostat, 2014a).

1 These comments are based on tourism statistics. The cost dynamics of timeliness, however, can be assumed to be common
to all applications of CDRs.

12 The Central Bank of Estonia’s tourism statistics, which are compiled from CDRs, are available to policymakers on a
monthly basis.
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enough samples to determine the destinations of travellers. Mobile positioning data can break these down
not only nationally, but also regionally (Eurostat, 2014d, pp. 36-37). Third, a number of characteristics can
potentially be inferred from unofficial data, provided that they are subject to sound statistical analysis.
Finally, big data is often micro data which, with regards to the unit of analysis, can be aggregated and
disaggregated at will. Interestingly, a study by Blumenstock et al. (2015), which links individuals’ mobile
phone use history to their responses in a survey, has shown that CDRs can be used to model socio-
economic characteristics at the level of the individual with reasonable accuracy. This suggests that the high
resolution of big data (individual behavioural patterns, etc.) can, in some cases, be translated into equally
granular information (individual socioeconomic information, etc.).

e Data in new areas. Big data in particular has the potential of generating new indicators, previously not
compiled by NSOs, especially within the framework of the SDGs.

2.2.2. Challenges

Four challenges relating to the particular properties of data distinguish most PPPs for statistics from
PPPs in other sectors such as health or infrastructure: insuring the security of proprietary data,
preserving privacy, creating a business model for data-sharing and coping with the technical
difficulties associated with non-official data sources.

e Competitive risks. Proprietary information leakage is perceived as an important threat to corporations.
The degree of risk depends on the type of data and its relation to the company’s business activity. Data
which provides actionable information about a firm’s customers or strategy is most likely to be subject to
secrecy. CDRs, which can identify the location and behavioural patterns of an MNO’s customers (and can
be used for geo-marketing purposes), are much more sensitive than Twitter data (tweets being relatively
accessible). There is also a concern in the private sector that their data might be used for regulatory ends
(Landfeld, 2014).

e Privacy and ethics. The data-sharing dimension of PPPs can jeopardise individual or group privacy®.
Thus, the security of personal and group information is both a condition for implementing PPPs and a goal
in itself. First, both public and private stakeholders face reputational and ethical issues: as a study by Infas
has shown, the simple fact that MNOs retain their customers’ call data can induce these to change
providers (Infas, 2010, as cited in Eurostat, 2014a, p. 100). The transfer of CDRs therefore poses an
important risk to MNOs. Indeed, there have been cases of public opinion backlash in developed countries,
where the media and civil society are active (ibid, pp. 102-105). In countries where these are not as strong,
local reputation may not pose a significant threat to corporations. In this respect, international civil society
and transnational organisations are crucial to insure that private information be handled ethically. Second,
excessive violations of privacy can lead to decreased data quality and availability: fears about the uses and
dissemination of their data can push people to provide less information or to change their measurable
behavioural patterns, which could pose further challenges to statistical analysis (see Landfeld, 2014, p. 16).
For instance, a study by forsa concluded that “as a result of data retention undertaken by MNOs in
accordance with EU Directive 2006/24/EC (DRD), half of Germans would not contact marriage
counsellors, psychotherapists or drug support services through telephone or e-mail” (Infras, 2010, as cited
in Eurostat, 2014a., p. 100). Such changes in calling patterns significantly reduce the representativeness of
CDRs.

e Legal constraints. As most privacy and data legislation does not specifically cover many unofficial data
sources, existing laws are subject to interpretation (Eurostat, 2014e). Hence, NSOs do not have a clear
mandate to exploit sensitive micro-data such as CDRs. In a survey conducted by Eurostat, regulatory and
legislation barriers were the most recurrent obstacles cited by MNOs (Eurostat, 2014a, p. 202).

e Incentives and sustainability. Certain factors can reduce the attractiveness of PPPs as a business model.
First, uncertainty about the demand for unofficial data can raise doubts about the extent of the market,
especially since most NSOs have not worked with non-official sources in the past. Second, the benefits of
PPPs are not always immediate or straightforward. Third, even if a PPP in data sharing can be beneficial to
a company in the short term, it might involve costs in the long run. Indeed, given that private data is

13 We would like to thank Jos Berens (Leiden University, Centre for Innovation) for an insightful discussion on the issue of
group privacy. See also: Institute of Business Ethics and Orange (2015a).



originally collected for non-statistical purposes, maintaining the extraction process can become a burden if
the initial field of application loses relevance (e.g. a hypothetical case in which MNOs no longer need to
collect CDRs to bill their customers) (Landfeld, 2014).

e Technical and statistical challenges. These relate to the nature of most unofficial data sources, which can
often be decentralised, unstandardised, unstructured and unrepresentative. The properties of these datasets
therefore impose restrictions on the structural characteristics of public-private partnerships, but also on the
type of statistics that they can produce.

Table 1. Summary of the opportunities and challenges associated with forming PPPs for statistics

Opportunities

Cost-effectiveness Non-rivalry of data
Diffusion of fixed costs

Timeliness
Granularity Spatial granularity
Temporal granularity
Thematic granularity
Unit granularity

Data in new areas
Competitive risks

Privacy and ethics Reputational and ethical issues
Decreased data availability

Legal constraints
Turning PPPs for statistics into a viable business | Uncertainty about the demand for unofficial data
model Demonstrating the benefits of PPPs

Technical and statistical challenges

2.3. Existing Models of Public-Private Partnerships for Statistics
2.3.1.  In-house production of statistics

In this type of arrangement, data is processed and analysed by the data provider, within its systems,
which minimises any confidentiality risks. This can be understood as indirect data-sharing: the raw
data is not exchanged, but relevant statistics are disclosed. Existing cases have involved a private
company analysing their own data and publishing their methodology. This grey-box approach allows
a certain level of transparency and would enable NSOs to verify whether the methodology complies
with official statistical standards. A white-box variant, in which the NSO would have on-site access to
the data and algorithms, would require a high level of trust from the private partner. A variant of this
model would involve an intermediary processing and analysing the data from within the provider’s
servers.

There have been several cases where private firms have studied their data to address issues faced by
the public sector. There is little information about whether any of these cases have featured a formal
agreement, but these examples illustrate that the private sector has already operated according to this
model of data-sharing. Examples include:

e the prediction of socioeconomic levels in Mexico by Telefonica (see 3.1)
e assessment of the effect of public health alerts on the spread of infectious diseases in Mexico by Telefdnica
(see 3.1).
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2.3.2. Transfer of data sets to end users

Another sharing arrangement involves the physical transfer of databases to the NSO as the end user
according to a sharing protocol with clear terms and conditions which specify the purpose of the
agreement, the quality of the data, each party’s responsibilities and the penalties for not respecting
these (Landfeld, 2014). An advantage of this model is that NSOs can better review the results and
more easily implement methodological changes. On the other hand, they rarely have the internal
capacity to work with private sector data (e.g. big data), especially in developing countries.
Furthermore, NSOs would face a range of legal and ethical concerns which are likely to be resolved in
the medium- to long-term (see Section 5). Finally, companies currently take precautions which can
limit the applicability and quality of the data (e.g. anonymisation, coarsening, or even modification of
the data).

There is currently no example in which a private firm has agreed to transfer its data to an NSO on a
long-term basis. Examples of corporations transferring their data include

e Data for Development (D4D) challenge launched by Orange (See 3.2)
e Analysis of a MNO’s CDRs by the non-profit organisation Flowminder to study the spread of cholera
in the wake of the 2010 earthquake in Haiti (see Bengtsson et al, 2015)

2.3.3. Transfer of data sets to a trusted third party

This model involves an intermediary analysing and disseminating (and possibly processing) data. A
trusted third party is typically chosen for its ability to adhere to official statistical standards and its
lack of incentive to misuse the data. Depending on context, this may be a private analytics firm, a
regional statistical office, or any other competent and trusted body. This type of arrangement is
particularly efficient when there is a need to combine data from several institutions: first, there is no
need for the data holder to invest in data extraction; second, the data analysis will follow a
harmonised process. Furthermore, in addition to promoting trust, the third-party approach can spare
NSOs the upfront costs of a processing infrastructure. Here also, the grey-box approach is currently
prevalent.

A PPP of this nature was concluded in Estonia, in 2009. Positium LBS extracts phone log data from
MNOs, which it uses to calculate balance of payment statistics for the Central Bank of Estonia.

2.3.4. Outsourcing of NSO functions

According to this model, activities which are typically conducted by an NSO are outsourced to a
contractor on grounds of efficiency. These can include traditional data collection, but also the
processing and analysis of non-official data sources which are freely available (e.g. retail prices
advertised on the internet). A distinction should be made between this model and the in-house and
trusted third party approaches, in which the NSO does not have access to the data and is therefore
contractually bound to outsourcing the processing and analysis.

PPPs of this type are widespread:

e National statistical offices have a long history of outsourcing survey and census data collection and
processing. For instance, the Office for National Statistics in the United Kingdom outsourced several
stages of the 2001 census of England and Wales, including the electronic processing of the census forms to
Lockheed Martin.



e A more recent example of outsourcing is the Billion Prices Project, in which a daily price index is
calculated through web scraping according to a methodology developed by MIT researchers. Several states
make use of the index, which can be purchased from StateStreet (State Street Global Markets, 2012;
Reimsbach-Kounatze, 2015).

2.4.Public-Private Partnerships for Statistics in Developing Countries
2.4.1. A lack of resources and bargaining power

As mentioned above, NSOs in developing countries face particularly tight budgets, which implies that
they are both capital constrained and in need of cost-effective solutions. They rarely possess the
resources or expertise to process raw unofficial datasets. In this respect, an in-house or a third party
model would be a more feasible channel for data-sharing. Furthermore, PPPs would involve large
transnational firms (e.g. MNOs) which have substantial bargaining power. These issues imply that
regional statistical agencies such as AFRISTAT are likely to be more effective than individual NSOs
at negotiating and implementing PPPs.

2.4.2. National Development Plans and statistical priorities

As outlined in the Informing a Data Revolution Roadmap, “a data revolution that works for
developing countries is not just about generating more data. It is about providing the right data to the
right people at the right time and in the right format” (PARIS21, 2015). PPPs should help fill the most
important and relevant statistical gaps, as outlined by national strategies for the development of
statistics (NSDSs) and guided by national development plans as well as SDGs. Given that the
implementation of PPPs is likely to occur at a regional or international level, it is important that NSOs
and suprﬁnational bodies actively engage with one another to determine national and regional
priorities™.

Achieving a system-wide approach within the NSS has been recognised as a key priority in
developing countries which suffer from a lack of co-ordination between different data producers and
between projects which are often funded on an ad hoc basis (PARIS21, 2014). The contractual nature
of PPPs can give co-operative projects a long-term vision and anchor them within NSDSs. The third
party approach would be most relevant in a situation where there is a need to aggregate data from
several actors (e.g. different MNOs) through a harmonised and co-ordinated procedure.

Finally, developing countries are particularly affected by the “vicious cycle where inadequate
resources restrain output and undermine the quality of statistics, while the poor quality of statistics
leads to lower demand and hence fewer resources” (Badiee et al., 2004). By both engaging the private
sector in statistical processes and helping NSOs provide more or better statistics, PPPs can help
restore the private sector’s confidence in official statistics and thus contribute towards breaking this
vicious cycle.

!4 See Sanga (2011, pp. 113-114) for a discussion on the need for national-transnational co-ordination in setting focal points
in the context of the MDGs.
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3. CASE STUDIES

Each case study is an example of one of the first three aforementioned PPP business models. In terms
of co-operation issues, the outsourcing model is less specific to statistics and akin to traditional PPPs.
Therefore, it does not feature within the case studies. A fourth case study on the use of social media
data is meant to illustrate how, for certain types of data, a market for sharing has developed and can
be exploited by NSOs.

3.1.The In-house Model — CenCell, Alertimpact and Smart Steps

Mobile network operator Telefénica has used its phone logs to develop several applications in-house,
using its internal capacities. These projects demonstrate that private data producers not only are
willing to help fill statistical gaps but also can derive benefits from using their data and resources for
the public good.

3.1.1. CenCell — low-cost and timely census approximation

The aim of the project was to explore the association between several behavioural attributes of phone
users and their socio-economic level, with the aim of deriving a model capable of approximating a
census at a lower cost and in a more timely fashion. Box 1 outlines the methodology followed.
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Box 1. The methodology employed for bootstrapping CencCell

1) Compilation of behavioural, social and mobility variables based on subscribers’ movements and
cell phone usage (e.g. distance travelled every week, number of calls made every week, etc.).

2) Determination of customers’ place of residence, based on a predictive model which assigned
them a residential location, based on their calling patterns. The model was the outcome of a genetic
algorithm which was applied on a subset of Telefonica’s customers in a Latin American city — those
which had a contract and whose home zip code was known. The genetic algorithm generated a
number of candidate residential calling patterns (solutions) which were each assigned a fitness
function according to their accuracy (the proportion of subscribers whose residential calling pattern
was correctly predicted) and coverage (the proportion of subscribers for which calling activity was
recorded during the proposed period). Candidates were successively filtered (between
“generations”) based on their fitness function until an optimal solution was reached. The optimal
residential calling pattern was used to predict customers’ home location. For more on the
methodology employed for residential location, see Frias-Martinez et al. (2010).

3) Matching the behavioural data with survey data. Telefénica was able to obtain data about the
socio-economic levels of 1 200 geographical regions (GR) in a Latin American city from the NSO.
The proportions of each BTS that were overlapping with various GRs served as weights to calculate
the socio-economic level (SEL) of each BTS (SELgrs=piSELGri+P2SELGRot...+PnSELGrn  With
each py representing the proportion of the BTS which overlaps with GRy).

4) Feature selection. A subset of the 279 behavioural features was selected using the Maxrel and
MRMR (respectively maximum relevance and minimum-redundancy-maximume-relevance) criteria,
the latter being expressed either as a quotient or a difference between relevance and redundancy.
Features selected according to maximum-relevance have the highest mutual information with the
target class (here, the socio-economic level) (Peng et al, 2005).

5) Classification. Support Vector Machines are used to test which feature combinations best predict
the SELs. The data set (made up of vectors of 1 to 279 dimensions, depending on the number of
features chosen) was divided into a training and a test set. For each subset of ordered features, the
training set was used to determine the optimal, accuracy-maximising values of an RBF Kernel’s
parameters (the Kernel function is used to transform the vectors into a dimension in which they are
separable by a hyperplane, i.e. classifiable). The test set was used to test the SVM model associated
with each subset of features. Accuracy does not substantively vary beyond 50 features. Thus, it is
possible to focus on the most accurate model containing less than 50 features. The two best models
contained the top 38 and 17 features (each respectively 80% and 79.1% accurate), determined
according to maximum relevance (Maxrel).

6) Another classification method, random forest, displayed classification rates of up to 82.4%,
when 38 features were selected. The maximum classification rate using Support Vector Regression
Machines, at 80.13%, was slightly lower than the one achieved using random forest.

Figure 1. Stylistic illustration of the overlap between Geographical Regions and the Voronoi polygons
approximating BTS coverage areas
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(a) Geographical Regions (GRs) which are (b) Approximation of the (c) Overlap
assigned a socio-economic level coverage areas of BTS

Sources: Soto et al. (2011) and Frias-Martinez (2011).
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3.1.2. Alertimpact

Another application, Alertimpact was developed in response to the HIN1 flu epidemic in Mexico as
tool to assess the effectiveness of health alerts in curbing the spread of epidemics (Frias-Martinez,
2012). It used CDRs to estimate actual population mobility during the alert, which was compared to a
hypothetical model in which no alert was given. The reduction in infection rate attributable to policy
action was inferred from the difference in mobility (Frias-Martinez, 2012). Alertimpact’s algorithms
could potentially be combined with Smart Steps, an application which also analyses mobility patterns,
therefore offering scope for joint processes.

3.1.3. Smart Steps

In partnership with the market research firm GfK, Telefonica Dynamic Insights designed a tool
capable of measuring the size, characteristics (demographics, residential area) and behaviour of
crowds using anonymised and aggregated mobile phone data (Stone, 2015; Telefénica 2012)* *°. This
application was successful among retailers and transport companies. For instance, it allowed
Morrisons, one of Britain’s main food retailers, to launch a successful coupon advertising campaign
which led to a “150% increase in new or reactivated customers visiting Morrisons without any
reduction in average customer spend” (Telefonica and GfK, as cited in Stone, 2015). The example of
Smart Steps demonstrates how a mobile network operator was able to add value to its phone logs
through providing a service to third parties, i.e. external monetisation, rather than only using them for
their own marketing campaigns (Stone, 2015). Moreover, Telefonica has expressed an interest in
working with the public sector, both through Smart Steps and other pilot projects such as the
prediction of human behaviour during floods (Telef6nica, 2012; Pastor-Escuredo, D. et al, 2014).

Furthermore, the commercial success of Smart Steps suggests that it could be applied to the field of
official statistics at a low cost. Indeed, Telefonica can recover the fixed costs of creating the
application through its market of private clients. Thus, it could afford to charge NSOs a fair price for
its statistics (equal to their marginal costs), provided these draw on the software developed for Smart
Steps (i.e. if both follow joint procedures).

3.2. A Systematic Approach Towards Transferring Data Sets to End Users — Orange’s Data for
Development Challenges

Between 2012 and 2015, Mobile Network Operator Orange organised two innovation challenges in
which it made its CDRs available to research teams worldwide, despite the risks involved*'.

3.2.1. The data

During the Senegal Challenge, three CDR based data sets were provided by Orange (de Montjoye et
al., 2014; Blondel et al., 2013):

e hourly antenna-to-antenna traffic: the total duration and number of calls between antennae

15 Smart Steps is part of Telefénica Dynamic Insights, a business unit geared towards monetising big data (Stone, 2015).

16 Although Telefénica has not explicitly mentioned the type of mobile phone data that Smart Steps was based on, CDRs (as
opposed to active mobile positioning data) are the most likely source. Furthermore, both are sensitive and associated with the
same risks (Eurostat, 2013, p. 186).

7 These were mostly related to privacy and proprietary information. The latter was particularly significant in Céte d’lIvoire,
where Orange, with a market share of one third, faced competition (SciDev.Net, 2013). Legal risks were mitigated, as the
D4D challenge took place under the oversight of the “Commission de Protection des Données Personnelles”.
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e individual trajectories (antenna level/two week period): this data set provided information about the
trajectories of randomly sampled individuals at a high resolution, but only over two weeks

e individual trajectories (arrondissement level/entire observation period): this data set contained the
trajectories of the sampled individuals over the entire period but was coarsened to hinder re-identification.

Antennae locations were blurred, as Orange considers their exact position to be sensitive information
(Blondel et al. 2013). The data were subject to enhanced anonymisation by the Orange Group and its
local subsidiary (Orange, 2014).

3.2.2. A systematic and ethical procedure for sharing CDRs and assessing research projects

In order to access Orange’s CDRs, research teams were screened and required to agree to terms and
conditions (Institute for Business Ethics and Orange, 2015). The papers produced by researchers were
assessed by a review panel according to a specified framework which was based on methodological
and ethical assessments of the projects. The whole process was governed by a clear structure which
comprised two bodies in charge of ethics. While one was internal to Orange, the D4AD External Ethics
Panel (DEEP), was made up of representatives from a range of external entities, and was in charge of
advising the internal workgroup. Interestingly, the panel was not confined to assessing the research
ethics, but also examined the implications of the projects. For instance, one paper which touched upon
a sensitive political topic, was selectively presented to relevant authorities rather than publically
released, in order to prevent social unrest (Institute for Business Ethics and Orange, 2015).

3.2.3. Building on the D4D challenge: Open Algorithms for NSO (OANSO)

Building on the success of the D4D challenge, Orange is currently developing a business model for
sharing its data with NSOs. A variant of the in-house approach, it is based on open software, which
likens it to a white-box model. Algorithms would therefore benefit from both the private sector’s
experience in data science and NSOs’ expertise in official statistics methodology. Following a process
of certification by trusted bodies (e.g. national or regional statistical offices), the algorithms would
operate behind the MNO’s firewall (de Cordes, 2015). This initiative once again demonstrates that
private data holders see potential in PPPs.

3.3. Transfer of Datasets to a Trusted Third Party— Estimating Inbound and Outbound Travel in
Estonia for Balance of Payment Statistics

Since 2009, travel statistics for determining the balance of payments travel account are calculated
based on call detail records thanks to a public-private partnership between analytics company
Positium and the Central Bank of Estonia, Eesti Pank.

3.3.1. The Positium Data Mediator (PDM)

Positium is independent from both Eesti Pank and telecom providers and has more than ten years’
experience working with MNOs to produce mobility statistics, therefore acting as a trusted third party
between the Estonian national statistical system and telecom providers (Kroon, 2012). The partnership
between Positium and Estonian MNOs addresses telecom operators’ most important concerns
regarding CDRs, namely the preservation of business secrets, the protection of their subscribers’
privacy and the compliance of processes with privacy legislation. For instance, EMT (Estonia’s
largest MNO) gives each tourist a unique pseudonymous ID number through a one-way algorithm and
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the representation of data follows a procedure that further reduces the risk of re-identification (Kuusik
et al. 2010). Positium’s methodology also has the approval of the Estonian state data protection
agency (Kuusik et al, 2010). Moreover, through its secure servers, Positium possesses the technical
capabilities to safely handle the data provided by MNOs (see Ahas et al., 2007 and Kuusik et al.
2010). Nevertheless, Positium continues to encounter issues with data access which is still limited
(see Ahas et al. 2007).

3.3.2. Methodological issues
Box 2 describes the methodology for calculating inbound and outbound travel statistics. The fourth

paragraph, on estimation, illustrates Positium’s blended approach to using non-official data, by
combining its estimates with traditional sources for purposes of calibration and interpretation.

Box 2. Positium’s methodology summarised (inbound and outbound tourism statistics for the
calculation of the balance of payment’s travel item)

1) Event extraction — which includes the sending and receipt of calls and text messages — from the MNO’s log
files. A given MNO’s call detail records should make available the identity of the subscriber linked to the event, the
time and duration of the event, the identity of the antenna where the event was recorded, the country code of the
subscriber (for inbound travel) or of the country in which the event took place (obtained through the code of the
MNO which provides the roaming services). The user’s country of residence can be determined according to the
SIM card’s registration country. This assumption, however, does not always hold. For instance, it is possible to
purchase international SIM cards in Canada, regardless of one’s residency. Therefore, owners of Canadian
international SIM cards should be filtered out as most likely non-Canadian.

2) Initial processing. Non-representative and black-listed (e.g. for security reasons) data is removed, and the data is
formatted for further handling. The data is also filtered in order to control for quality and eliminate errors (missing
data, duplicated data, missing attributes, etc.) The pseudonymisation of subscribers takes place before further
analysis.

3) Sample frame formation. Positium has established inbound and outbound travel identification algorithms to
calculate the travel item of the balance of payments. These determine the duration of the stay and eliminate events
which are not considered as travel. In the case of inbound roaming, local MNOs are not informed when
international roamers return home. Therefore, travel patterns should be analysed in order to distinguish pairs of
events which belong to a same visit from those which belong to different travels. According to statistics, events
which are separated by more than seven days are more likely to be part of distinct visits and are therefore
considered as such. In the case of outbound roaming, the domestic MNO has access to both local and “foreign”
events. It is therefore easier to determine the end of an international visit. However, in the absence of any call
activity, it should be assumed that, after six days, the traveller has returned. In both cases “cross-border noise”
(calling activity taking place near a border and within the network of a foreign operator), transit travel (of short
duration and located within major transportation links such as airports, ports and important roads) and long-term
stays are eliminated from the frame.

4) Estimation. The resulting estimations are compared to and corrected with the help of various reference statistics
which include accommodation statistics, ferry statistics and foreign surveys. These figures should be the lower
bound of the mobile positioning results.

Sources: Kroon (2012), Eurostat (2014a), Eurostat (2014b), Ahas et al. (2014)
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There are two ways to combine the data from different MNOs (Eurostat, 2014b, pp. 57-60). Either the
micro-data from all the MNOs can be pooled together and subsequently aggregated, or these can be
separately aggregated before being combined. While the latter method is vulnerable to various caveats
such as cross-roaming — travellers that change operators while visiting would be counted more than
once (the different MNOs would have no way of knowing which of their subscribers has also used
their competitors’ networks), it is more secure, as MNOs would only share aggregated results.
Concerned with the privacy of their subscribers and the security of their proprietary information,
Estonian mobile network carriers currently each employ their own anonymisation hash function,
which implies that the Positium Data Mediator has to separately aggregate the data from each MNO.
In order to correct for the over-estimation of visits inherent in separate aggregation, Positium uses
existing data about cross-roaming to determine correction coefficients: these will reduce the amount
of visitors consistent with the average amount of times that they change operators.

A further issue is that different MNOs are unlikely to have identical penetration rates among various
strands of the population. Positium accounts for this by assigning weights to each MNQO’s estimates
for a specific population strand. Weights are determined according to the penetration rate of the MNO
among the given population segment and the type of contract between the MNOs in their country of
origin and the local MNO. If both operators have a close connection, the weight assigned to the given
population will be higher.

3.3.3. An attractive business case

The partnership with Eesti Pank offers Positium as well as Estonian MNOs important non-financial
benefits. First, the software and methodology that Positium developed for providing Eesti Pank with
international travel statistics has been used in other projects such as a study of international
commuting (Eurostat, 2013). Indeed, as shown in Figure 2, there is scope for joint processes in the
field of mobility statistics, as certain methodologies can be used for several purposes (Eurostat,
2014b).

Figure 2. Joint processes: the potential to use certain indicators for multiple processes.
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Second, telecom providers also derive benefits from sharing their data, such as additional information
about their market. MNOs would not be able to determine their market share amongst specific groups
of travellers without having access to the total figures (Eurostat, 2014¢). Thus, if MNOs collectively
share their data for international travel statistics, each will gain additional information about their
market, which can help them better tailor their services to different segments of travellers.

3.3.4. Legal framework

European Union regulations on personal data protection are implemented differently in each member
state (Eurostat, 2014a). The main European texts include Directive 1995/46/EC or the Data Protection
Directive (DPD), which regulates the processing of personal data, and Directive 2002/58/EC or the
Electronic Privacy Directive (EPD), which regulates the processing of such data in the electronic
communications sector. The DPD and EPD are respectively transposed into Estonian law through the
Personal Data Protection Act (PDPA) and Electronic Communications Act (ECA).

A legal analysis undertaken in the context of Eurostat’s feasibility study has concluded, based on the
Acrticle 29 Data Protection Working Party Opinion, that non-aggregated location data is considered to
relate to an identifiable person and therefore should be treated in accordance with the DPD (Eurostat,
2014a; Borenius, 2014)*. The PDPA specifies that personal data may be processed if the data
subject’s consent has been obtained or if there exists a statutory basis for processing the data without
the subject’s consent (Eurostat, 2014a). According to Art 10 (2) of the PDPA, “An administrative
authority shall process personal data only in the course of performance of public duties in order to
perform obligations prescribed by law, an international agreement or directly applicable legislation of
the Council of the European Union or the European Commission”. The extent to which a given data
source is considered necessary for the performance of an obligation prescribed by law remains unclear
(Eurostat, 2014a). Based on the opinion of the Estonian Data Protection Authorities, the general
obligation of Statistics Estonia to produce official statistics under the Official Statistics Act should be
a sufficient legal basis on which to process mobile positioning data if it provides adequate justification
that it cannot produce the relevant statistics otherwise (Eurostat, 2014).

In sum, while European and Estonian legislation remain ambiguous on certain aspects, there is a case
to be made that mobile positioning data may be used to produce tourism statistics. It is worth noting
that, if the data is to be processed by a third party (as is the case in Estonia), “they should also be
subject to performing a statutory task commissioned to them under the law or a contract under public
law concluded with the state statistics authorities” (Eurostat, 2014a)™.

3.4.The Prediction of Consumer Confidence Using Social Media Data by Statistics Netherlands —
a Hybrid Model

Researchers from Statistics Netherlands have explored the relationship between social media
sentiment and consumer confidence in order to derive a predictive model (Daas and van der Loo,
2013; Daas and Puts, 2014). Access to the data, made up of public Facebook and Twitter messages,

18 Article 29 Data Protection Working Party Opinion comprises representatives of European Union member states’
supervisory authorities, the European Data Protection Supervisor and a representative of the European Commission
(Eurostat, 2014a). Its opinions are of advisory nature (Eurostat, 2014a).

1% For a more detailed analysis, see Eurostat (2014a, pp. 11-52) and Borenius (2014).
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was purchased from Coosto, a provider of social media data and metadata. Coosto performed its own
aggregate sentiment estimates (based on word combinations and emoticons) which were exported to
Statistics Netherlands for further analysis. Researchers from Statistics Netherlands appeared to be
familiar with the classification method followed by Coosto, but did not have access to their algorithms
(Daas and Puts, 2014)%. Sentiment analysis was therefore conducted under a grey-box model. As in
Estonia, the data was obtained through an intermediary. Thus, in terms of the taxonomy established in
2.3, while this model involves the transfer of data sets it shares features with the third party approach.
The relative ease of access to the actual data (as compared to CDRs, for instance) — albeit through an
intermediary, relates to the nature of data: it is made up of public messages and therefore does not
contain any confidential information®'.

The results were positive, as several combinations of data were found to correlate and co-integrate
with consumer confidence. The Granger causality test found that consumer confidence affected social
media sentiment. The same model performed well with data from the United Kingdom. However, the
report demonstrated two important methodological caveats associated with social media data. First, it
is biased towards positive sentiments. Second, it is sensitive to disruptions. For instance, during
Christmas and the London Olympic Games there was a prevalence of positive sentiments unrelated to
any underlying increase in consumer confidence (Daas and Puts, 2014).

2 The authors were apparently provided with the generic methodology as well as with some features particular to Coosto’s
tool, such as the classification of messages containing “smileys” since early 2013 (Daas and Puts, 2014).

2L statistics Netherlands has also explored other options for obtaining social media data. This was done through the REST
API, which provides information about Twitter user identifiers. Researchers were able to gather a large number of identifiers
(bandwidth constraints were overcome by using multiple accounts) and subsequently collect the messages from Dutch users
(Daas et al., 2012).
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4. |LESSONS LEARNED

4.1.The Private Sector Can Derive Non-financial Benefits from Sharing its Data

Existing cases have shown that the private sector can derive important non-financial benefits from
working with NSOs. Sharing data should be presented as an opportunity to acquire capacity and
knowledge (e.g. MNOs’ market share among certain categories of tourists): combined data sets can
generate information which no agent could have provided on its own. Similarly, the processing tools
implemented for a public-private partnership can be re-used for other purposes: past cases have shown
that the tools and methodologies used to process private sector data into official statistics can and
should be designed to take advantage of joint processes and produce a range of different indicators
(e.g. Positium). In addition to affording opportunities for synergies, using their data for social good
can provide private data holders with valuable experience in a certain area. Telefénica’s work on
Alertlmpact has provided its research teams with experience in the field of mobility statistics which
has arguably paid off through the launch of Smart Steps.

4.2.The Need for a Structured and Inclusive Approach

As stressed by Landfeld (2014) and demonstrated by the D4D challenge, PPPs should be structured
by clear agreements and regulatory mechanisms, especially when data is exchanged. These
mechanisms are meant to both prevent misuse of the data and promote trust between individual,
corporate and public stakeholders. The D4D challenge was regulated at two levels: a) by the
Commission de Protection des Données Personnelles which issued recommendations regarding
anonymisation, and b) within the framework of the challenge, through the internal workgroup and
DEEP (Orange, 2015b). By collaborating with privacy protection authorities, Orange removed
important regulatory barriers to sharing its data. Moreover, the terms and conditions acted as a double
safeguard against misuse through their eligibility requirements and restrictions of use (see Berens and
Verhulst, 2015).

It is essential to engage all stakeholders and takes their concerns into account. In the short-term,
mobile network operators will be willing to take maximum precautions in order to protect their
proprietary information as well as the privacy of their subscribers. They will tend to either control the
statistical processes (e.g. in-house processing) or transfer datasets which have undergone various
manipulations (e.g. coarsening, introduction of noise) in order to maintain confidentiality. Positium
illustrates how it is possible to align the concerns of individuals, telecommunication companies and
statisticians, namely, by keeping all actors involved throughout the process.

The example of Telefonica demonstrates that MNOs are willing, on their own initiative, to engage in
areas that matter to NSOs. This suggests that there might be numerous opportunities for statistics
offices to co-operate with telecom providers on the methodological aspects of projects such as
CenCell or Alertimpact in order to insure that they conform to official statistical standards.

Furthermore, it is crucial that data protection authorities are involved in the process. The Estonian
case has shown that they can provide guidance when legislation is ambiguous. Private data controllers
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are likely to be more confident about sharing their data once they obtain the approval of data
protection authorities.

4.3.Understand the Trade-off between Granularity and Level of Access to the Data

The case of Smart Steps has illustrated that, when confident about the level of security, private data
providers can link several of their datasets. For instance, MNOs can combine CDRs with the
demographic information that they possess about their subscribers. If the risk of information leakage
is low, which almost certainly implies a lower level of access to the data, MNQOs can provide
extremely valuable “enriched” data. The privacy and competitive risks associated with transferring
phone logs coupled with socio-economic data are even higher than those from exporting only CDRs.
Given that the latter already act as important deterrents to the physical sharing of datasets, it is likely
that in the short- to medium-term, the only way to extract value form integrated datasets will be from
within the MNO’s systems.

Since both NSOs and MNOs are committed to the protection of personal data, in cases where a
transfer of data is necessary — e.g. in order to match CDR data with household surveys or censuses-, it
is unlikely to involve fine-grained data (CenCell used aggregated socio-economic data). On the other
hand, coarse data carries evident limitations (e.g. might fail to capture smaller poverty enclaves).

4.4.Follow a Blended Approach

While unofficial sources of data can allow for a reduction in traditional data collection (e.g. reduce the
frequency of surveys), they carry multiple caveats and cannot act as a pure substitute for existing
official statistics. This may result from several factors:

e The suitability of the type of data for the chosen purpose: the example of Google Flu Trends is particularly
telling in this respect. Lazer et al. (2014) argue that the Google search engine’s algorithms have created a
bias in the search term data through their suggestion system: search suggestions are both endogenous and
exogenous to actual search queries, i.e. a particular search suggestion both depends on the amount of times
it was entered but also influences how likely people are to enter the term into the search engine.

e The NSO does not possess a sufficient level of access to the data or methodology to be able to fully
validate the statistics.

e The quality of the data or methodology does not meet the standard of official statistics.

e Official statistics are needed to calibrate the “new” statistics.

Hence, it is important to adopt a blended approach to the use of unofficial data sources for official
statistics: traditional data sources are important for calibration and interpretability of new statistics;
when possible, both should be combined. Moreover, existing datasets facilitate quality-control and
validation (See Eurostat, 2014c on the use of reference data for ensuring the coherence of mobile
positioning-based statistics). This is the approach adopted by Eesti Pank, which uses existing data
sources (accommodation, administrative, press, etc.) to verify mobile positioning estimates (Kroon,
2012). In sum, non-official data should not be seen as an alternative to traditional sources but as a
complement.

4.5.Creating a Cost-effective Model
4.5.1. The benefits of intermediaries

Intermediaries, such as Positium and Coosto, can lead to more efficient processes, as only one entity
needs to invest in a processing infrastructure. This model is particularly suited for data holders which
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are concerned with cost, or which simply do not wish to process the data in-house. This is the model
followed by Twitter which, through its open APIs has enabled third parties to add value to its data
(Bright Planet, 2013). Coosto, the intermediary, handles pooled data from different social media
platforms such as Facebook, Twitter, LinkedIn and many others. This type of centralised processing
structure is more efficient than a distributed and heterogeneous infrastructure. It is worth noting,
however, that the use of an intermediary is not the only solution to enhance the coherence of a
processing system. Data producers themselves could very well co-operate among themselves.
Lorraine Stone, from Telefonica Dynamic Insights, expresses this possibility with regards to Smart
Steps (Stone, 2015).

4.5.2. Pricing matters

Ideally, the providers of data or processing and analysis services should take NSOs’ financial means
into account when setting prices. For instance, Twitter has offered researchers access to its data
through its “Twitter Data Grants”, which suggests that the social networking company might be
willing to provide national statistics offices with reduced prices, a necessity in the global south, where
experimental studies have already demonstrated the potential of social media to address some
important policy issues such as food price crises (Twitter, 2014; see also UN Global Pulse, 2014). In
accordance with the recently drafted Principles for Access to Big Data Sources, both public and
business interests should be taken into account when data is purchased from the private sector®. The
data needed for the production of official statistics should ideally be priced at its marginal costs and
NSOs must try to rely on as many providers as possible. As demonstrated by the Smart Steps case,
private firms can earn profits through their private clients and charge NSOs a fair price without
jeopardising their business.

22 A draft of the Principles for Access to Big Data Sources was prepared for the Global Conference on Big Data for Official
Statistics which took place in Abu Dhabi between 20-22 October 2015 and is available from:
http://unstats.un.org/unsd/trade/events/2015/abudhabi/Draft%20Principles%20for%20Access%20t0%20Big%20Data%20S0

urces.pdf
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5. THE WAY FORWARD

The case studies have pointed to a number of lessons, which can be applied within different
timeframes. NSOs can build on existing structures of co-operation in the short-term, but can also
create an environment conducive to higher levels of collaboration in the long-run.

5.1.Short-term — Control Sensitive data
5.1.1. Co-operate through trusted third parties or through an in-house approach

As data-sharing PPPs are a new development, the private sector has demonstrated a large degree of
caution when solicited to share their data. When data sets are physically transferred, they often lack
the granularity necessary for a range of applications. The Estonian case has demonstrated how trusted
third parties can reconcile the needs for detailed data and confidentiality. In-house approaches could
also allow NSOs to leverage valuable sources such as combined data sets, as explained in 4.3.2.
Finally, a hybrid model involving a trusted third party processing raw data from within the provider’s
servers could provide additional security guarantees to the data holders. For instance, the Positium
Data Mediator is capable of operating from within an MNO’s servers.

5.1.2. Build upon existing structures of co-operation

Despite the numerous obstacles to co-operation in the field of data, recent years have seen the
emergence of co-operative structures which can be linked to the nature of specific data sources, but
also to past experiences. As noted above, social media metadata is not sensitive and therefore
accessible through APIs and private platforms. Yet, there are also structures for sharing CDRs, which
have emerged from successful collaboration in the past. These structures often link different actors
within the private sector (before working with Eesti Pank, Positium LBS had been accessing CDRs to
provide services to the private sector). These can take time to build. Hence, NSOs must make the
most of structures already in place. This can be done through the “third-party” approach or by
exploring less sensitive sources of data.

5.1.3. Blended approaches for compiling official statistics

Presently, the degree of statistical generalisability of many non-traditional sources is not well
understood (Reimsbach-Kounatze, 2015). Therefore, they should be employed with caution and
traditional sources should be used to validate and calibrate these estimations, especially in the short-
term. Such a mixed approach implies that, while NSOs will continue to rely on traditional statistical
methods, it will be with the aim of approving and adjusting non-traditionally compiled statistics.

5.2.Long-term — Trust, Exchange, Sustainability
5.2.1. Develop effective sharing protocols and invest in relationships and with data holders

Highly sensitive personally identifiable medical data is customarily shared with researchers but
through strict protocols which limit the risks of individuals being re-identified (Eagle, 2009). In this
respect, the procedures developed for the DAD Challenge are very promising, as they demonstrate a
systematic approach to accessibility, pseudonymisation techniques and overall ethical issues. The
success of PPPs in the long-run depends on the adoption of the systematic and transparent approaches
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to data-sharing already in place in other sectors. These measures are essential in order to satisfy
Principle 6 of the Fundamental Principles of Official Statistics (General Assembly Resolution 68/261,
2014), and inspire trust in the reliability and integrity of NSSs when dealing with non-volunteered
data?®?*. It is worth noting that NSOs are already subject to high professional standards and generally
have a sound record with regards to confidentiality (see Struijs et al., 2014).

In addition to protecting privacy, sharing protocols should insure that the purposes for which the data
is exchanged are transparent, clear and enforced. The controversial sale of anonymous traffic data by
TomTom data to the Dutch police which was used to target excessive speeding illustrates the need for
explicit terms and conditions determining what uses of data are appropriate under a specific
agreement (see Palmer, 2011). The D4D challenge has undertaken a promising approach in this
regard, by assessing each project as a whole, including its implications.

Obtaining the agreement of private partners can be a lengthy process. It is therefore crucial to invest
in a relationship with data holders and build on past collaboration. Often, if is easier to access data for
research purposes. Research or pilot projects can initiate a relationship, promote trust, and introduce
future cooperation (Struijs, 2015).

5.2.2. Skills required by NSOs

As the private sector becomes more willing to share their data for statistical purposes, NSOs will have
the opportunity to develop their own techniques for compiling statistics from non-official data, but
also to use white-box testing to validate the estimations of their private partners (Reimsbach-
Kounatze, 2015). In both cases, NSOs will require a new range of skills in the field of mathematics
and computer science. This is likely to lead to a new understanding of statistical capacity, which will
require the ability to process unofficial data sources. Unfortunately, the demand for data scientists is
expected to surpass supply (Reimsbach-Kounatze, 2015), which means that PPPs might need to
continue to outsource the processing and analysis of non-official data sources, due to a lack of
statistical capacity, especially in developing countries. This role could also be taken on at a regional
level by organisations such as AFRISTAT or Eurostat.

5.2.3. Regional statistical offices as potential intermediaries

Regional statistical offices may possess the most appropriate infrastructure to cope with the technical
challenges of transferring large datasets (provided that this is the model followed). They could also
act as trusted third parties and help save in co-ordination costs a) between private data holders (e.g.
MNOs) and b) between NSOs. This would avoid multiplying contracts between NSOs and MNOs.
This, however, would entail a harmonisation of national legal frameworks, which is likely to only
occur in the longer-term.

5.2.4. From a ““zero risk™ approach to risk assessment and mitigation frameworks

Many data sources relevant to PPPs constitute personal data. Despite the existence of
pseudonymisation techniques, it is difficult to rule out the possibility of re-identifying data subjects
while preserving the data’s resolution (see Eurostat, 2014e; de Montjoye et al., 2015; Narayanan and

2 «principle 6. Individual data collected by statistical agencies for statistical compilation, whether they refer to natural or
legal persons, are to be strictly confidential and used exclusively for statistical purposes.” (General Assembly Resolution
68/261, 2014)

24 The OECD (2015) makes a distinction between volunteered (active subject) and observed (passive subject) data.
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Shmatikov, 2008). This, however, should not justify withholding the data. Instead, steps should be
taken to assess and mitigate these risks, which should be weighted against the social benefits arising
from the responsible use of the data (Yakowitz, 2011). The system should be subject to audits and
legislation should be updated both to introduce clarity about the appropriate uses of unofficial data
sources and to “engage technological solutions to protect privacy” (Skaliotis, 2015; Eurostat, 2014a;
World Economic Forum, 2014a). Certain data protection authorities are already taking steps in this
direction, such as the French data protection regulator (CNIL) which, in 2010, has issued guidance on
anonymisation methods (Eurostat, 2014a).
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6. CONCLUSION

PPPs in statistics are a promising but underexploited solution to data gaps. PPPs can strongly
contribute to mobilising the data revolution for sustainable development, as they are one of the only
ways of translating private-sector data into official statistics. Although cases of successful PPPs are
sparse, the examples studied have shown that the private sector is willing to co-operate with third
parties, provided that their confidentiality requirements are respected. Moreover, the case studies have
pointed to an important trade-off between data quality and level of access, which can be optimised in
the short term through the use of third parties. Greater mutual trust resulting from a systematic
approach to confidentiality and ethics can resolve this trade-off.

The study and advertising of successful as well as less successful cases, is crucial to creating

confidence within both the private and public sectors. Databases such as PARIS21’s innovation
inventory are useful tools for centralising past experiences for the purpose of future study.
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